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EntraPass
Global Edition

Network-Ready Enterprise Level
Security Management Software

Features That Make a Difference':

e  Supports up to 128 workstations
and controls hundreds of thousands
of doors

e  (Global virtual alarm system,
anti-passback, guard tours and
muster reporting

e Import/synchronize EntraPass
operators with Microsoft Active
Directory for centralized management

e  Automatically log into EntraPass with
Windows credentials using Single
Sign On in Microsoft Active Directory

e Integrates with EntraPass Go mobile
app — interact with EntraPass with a
few taps on your mobile device

e Integrates with EntraPass Web
(remote user platform) to manage
access control, IP video, telephone
entry and/or intrusion security assets

e  Supports up to 250 concurrent
logins of EntraPass Web and/or
EntraPass Go
First login is provided as standard

e Integrates with Exacq video
management systems, American
Dynamics DVRs/NVRs (VideoEdge,
HDVR, ADTVR and Intellex), DSC
PowerSeries, PowerSeries Neo and
MAXSYS intrusion alarm panels, and
INTEVO integrated security platform

e  Double and triple swipe card at
reader (with KT-1/KT-400 controller)
to activate such features as activate
relay, arm alarm system and lock/
unlock doors

e Easily add ASSA ABLOY Aperio
wireless locks to KT-400 or KT-1-M
door controllers
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Enterprise Level

EntraPass Global Edition is a powerful,
network-ready enterprise level security
management software that accommodates
widely-dispersed applications with an
unlimited number of users, controls
thousands of doors and allows you to
simultaneously access the system from up to
128 workstations connected to the network.

Remote, mobile access
EntraPass Global Edition supports the
intuitive, state-of-the-art EntraPass Web and
EntraPass Go mobile applications which
offer customers an unparalleled feature-rich
security experience. System administrators
can securely connect via the web or a
dedicated app on their smart phone/tablet
and manage common access control, video
and intrusion functions wherever they are.

Managing Controllers For

Enterprise Solutions

The KT-NCC manages communication

from the EntraPass Global Edition security
management software to the door controllers.
It also controls features/functions such as
areas, alarm systems, global I/O, guard tours,
and secondary access levels. It makes the
access control system easier to manage,
easier to expand, and much more reliable.
The KT-NCC is in control instead of relying on
a PC for controller-server communication.

Site Architecture

A site within EntraPass represents a
customer’s building, campus, etc. and is
composed of many different connections,
which have multiple door controllers
attached. The system can manage up to

2,048 local/secure IP connections (consisting
of KT-100, KT-200, KT-300, KT-1 or KT-400
door controllers) per Multi-Site Gateway. Each
KT-NCC supports 3 local connections (32
controllers each) and 4 remote connections
(8 controllers each). The KT-NCC provides
advanced cross controller communication
giving customers higher flexibility and
functionality.

Network Ready

EntraPass software is compatible with IP
devices such as KT-400/KT-1 controllers and
IP Link (KT-1P) which all utilize highly secure
128-bit AES encryption to ensure
communication is

not compromised. KT-IP is an RS-232 to
TCP/ IP interface that connects KT-100

or KT-300 door controllers to a network

and the KT-400 controller is a high proven

IP controller that supports up to 8 ioProx
readers (4 doors IN/OUT control using ioProx
XSF readers). For the utmost flexibility and
as a truly plug & play IP device, the KT-1
controller features a direct Ethernet port,
PoE/PoE+ capabilities and can be easily
surface mounted above the door, thus
reducing cabling and installation time. With its
innovative one-touch set-up and enroliment
process, KT-1 provides integrators with the
ultimate IP access control installation in
minutes.

Kantech’s IP devices offer real-time access to
security information and integrate seamlessly
into an existing TCP/IP network; meaning no
changes to existing equipment, network, or
related systems. They also act as a polling
device to ensure the controllers communicate
with EntraPass only as required, reducing
network traffic.
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Features

Redundant Server and Gateway

A redundant server protects the EntraPass database against
unexpected failures and is an option available with Global
Edition software. It features real-time data transfer, creating
fully functional redundancy at low cost. In the event of primary
server failure, the redundancy server supports all the features
and functionality of the primary server.

In addition, EntraPass Global Edition offers a redundant
gateway. EntraPass can be configured to switch to the
redundant gateway automatically when connection to the
primary gateway is lost. This ensures your system remains
operational in the event of a gateway failure.

Global Security Features

EntraPass Global Edition is ideal for widely-dispersed
applications that require a higher level of security. For example,
global anti-passback helps you prevent a cardholder from
passing back his or her card to a second person to gain entry
into a secured area. In addition, powerful alarm partitioning lets
you divide an area protected by the EntraPass system into as
many as 100 partitions per Global Gateway.

EntraPass Global Edition and KT-NCC also enable you to
control clearances globally. For example, a worker with
temporary access to one part of the building or campus will
lose access once the authorized clearance duration

has passed.

EntraPass also provides muster reports which are critical for
emergency situations where it is crucial to evacuate a building
as quickly as possible. You can print a list of personnel in

a predefined group of areas to determine who is present.
Mustering includes a parking management function which
notifies users when a parking area is exceeding its capacity and
restricts access to the area.

Remote System Management Tools

The EntraPass Web platform enhances the user experience by
delivering remote and convenient real-time access to manage
common security tasks and reports from any computer
connected to the internet. Security managers on the go can
perform a host of functions via EntraPass Web, including
locking/unlocking doors, managing cards and schedules,
requesting reports, viewing live/recorded video and PTZ
control, video searching and playback, monitoring events by
floor plan and so much more. Simply download the EntraPass
Web application from any Windows PC web browser and stay
connected even when on the go!

EntraPass Go is a mobile app that allows you to remotely
control your security system from anywhere without being tied
to a workstation. EntraPass Go puts you in control of your
security. It enables you to interact with EntraPass security
management software using only a few taps on your mobile
device. The easy-to-use mobile app offers anytime, anywhere
real-time management of over 20 security tasks. You can
manage/create cards, lock/unlock doors, view video, playback
video and PTZ control, request reports and more. EntraPass Go
is available for download on the App Store and Google Play.

Synchronization with Microsoft
Active Directory

EntraPass offers integration with Microsoft Active Directory
which synchronizes Active Directory with EntraPass operators,
eliminating the need for manual creation of operators in the
EntraPass database. This enables Single Sign On, where
operators are automatically authenticated and logged into
EntraPass via their Windows credentials with one simple click.

Connect Partner Program from
Tyco Security Products

Is now part of the Connected Partner Program from Tyco
Security Products which allows third party partners to develop
integrations that communicate through the EntraPass system.
The connected program allows the third party partners to
develop integrations with EntraPass by using the EntraPass
users and events available through software development kit
(SDK).

Advantage Program

As EntraPass security management software continues to
deliver new features and enhancements, it is important to
have the productivity tools to effectively use this solution.

The Advantage Program (KAP) allows you to stay current with
EntraPass your EntraPass software installation using tokens.
The number of tokens required is based on the EntraPass
options activated.

Video Integration

Real-time monitoring capability is a response to the growing
importance of video in access control systems. Integration with
Exacq video management systems, American Dynamics DVRs/
NVRs (VideoEdge, HDVR, ADTVR and Intellex) and INTEVO
integrated security platform provides real-time video monitoring
as well as video playback. Video can be linked to access
events (such as “door forced open”) and recorded from one to
sixteen cameras from compatible DVR/NVR simultaneously. All
cameras can be called up directly from a floor plan simply by
double-clicking on the camera or dome icon. Securely store
video alarm clips at an offsite location using Video Vault.

Alarm Panel Integration

Offers integration kits to connect a DSC PowerSeries,
PowerSeries Neo or MAXSYS intrusion alarm panel to access
control system to create a single unified

solution. Data integration
allows the access control
system to receive intrusion
events, view zone status
to manage partitions/user

- i N R
: . ae e = codes and azm/dlsarm via
e = & ® = card reader. *Please note:
T P Neo Virtual Keypad offering
\ G ) (@ (8 G ) . o
Ne—— ' et is not available at this time.

The virtual zones feature in DSC PowesrSeries Neo allows for
the access control events from the system to be sent over to
the Central Monitoring Station for even better situational
awareness.
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Telephone Entry Integration

The Telephone Entry System (KTES) delivers a fully integrated
telephone entry and access control solution. The KTES
provides visitor/resident entry, tracking and reporting. It uses a
touch-tone phone style keypad that offers both familiarity and
ease of use. Two-way audio is built-in.

ASSA ABLOY Aperio Wireless

Lock Integration
Expands its integrated user experience by adding the support
of ASSA ABLOY Aperio wireless locks. The Aperio

Basic System Diagram

o

DSC
Alarm Panels

DSC
Alarm Panels

S. Warhawk Road, Conifer, CO 80433 / 303-670-1099

locks are managed directly through EntraPass. Each Aperio lock
communicates with an Aperio wireless hub, which communicates
back to the KT-400 and KT-1-M door controllers over RS-485.
Online transactions mean that EntraPass is updated in real-time,
providing a high level of control and visibility of door actions.
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